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INTEGRATION INTEGRITY MANAGER 

BACKGROUND OF THE INVENTION 
Field of the Invention 

The present invention relates to integration integrity and, in particular, to a system 
and method for managing the integrity of integrated business or enterprise applications. 

Description of the Related Art 

In an environment where data is extracted from and transferred between various 
and disparate applications (e.g., accounting, inventory, sales), application integration and 
specifically Enterprise Application Integration (EAI) refers to the process of making sure 
each application is provided with the expected types of data and in the correct formats. 
Such an integration process typically involves defming how to get data from and send 
data to each application, mapping and transforming each set of data, scheduling the data 
extractions and transfers, validating the data, and other similar tasks. The advantage of a 
high level of integration is that a corporation, institution, or other entity can respond 
quickly to changing economic or organizational conditions. 

Unfortunately, a highly integrated system can create interdependencies where a 
small change in one application may adversely impact obvious or seemingly unrelated 
applications. Consider the number of changes that must be administered, for example, to 
support a business merger or acquisition, a new software system, a move to e-business, or 
even routine correction of errors. Each change can cause one or more application, 
interface, or other component that depends on the changed application to become 
unstable, thereby compromising the integrity of the integration. 
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One way to ensure the integrity of an integrated systems is to identify each change 
and evaluate the impact on other applications prior to releasing or implementing the 
change. In most integrated environments, however, virtually all changes require some 
programming change, which means finding and modifying the source code, compiling it, 
and testing it. Unfortunately, most integrated systems do not have the capability to 
monitor for such changes, since coding is done manually and other construction is done 
in an ad hoc manner. 

Another way to ensure integration integrity is to manually monitor the data shared 
by each application. Under this approach, a person who is responsible for the application 
and who knows the usage and value of the application checks to make sure that all 
extracted data is correct and that all incoming data is properly mapped to the application. 
If there is a change to any business process, data process, or other application supporting 
or supported by the application, the person ensures that the appropriate change is made to 
the application. 

Accordingly, it is desirable to be able to provide a computerized method and 
system of managing the integrity of an integrated applications environment. More 
specifically, it is desirable to be able to ensure the stability of interrelated and 
interdependent applications and business processes, while providing analysis information 
regarding changes to data flows and format. 

SUMMARY OF THE INVENTION 

The present invention is directed to a computerized method and system of 
managing the integrity of an integrated applications environment. An integration 
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integrity manager detects changes in the components of the interface between the 
appUcations. The integration integrity manager identifies components of other interfaces 
that may be affected by the change, and notifies the owners or responsible parties of the 
applications that use the affected interfaces. The owners or responsible parties are given 
an opportunity to resolve any conflicts via the recursive operation of the integration 
integrity manager. Once the conflicts have been resolved, all changes are implemented 
together. 

In general, in one aspect, the invention is directed to a computerized method of 
managing integrity of an integrated applications environment. The method comprises the 
step of detecting a change in a component of the integrated applications environment, 
identifying one or more additional components of the integrated applications environment 
that are affected by the change, and notifying one or more responsible parties for each 
application using a component affected by the change. 

In general, in another aspect, the invention is directed to a computer system for 
managing integrity of an integrated applications environment. The computer system 
comprises a central processing unit, and a storage unit connected to the central processing 
unit. The storage unit stores computer readable instructions for causing the central 
processing unit to detect a change in a component of the integrated applications 
environment, identify one or more additional components of the integrated applications 
environment that are affected by the change, and notify one or more responsible parties 
for each application using a component affected by the change. 

In general, in yet another aspect, the invention is directed to a computerized 
method of managing integrity of an enterprise applications integration environment. The 
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method comprises the steps of detecting a change in a component of the enterprise 
applications integration environment, identifying one or more additional components of 
the enterprise applications integration environment that are affected by the change, and 
notifying one or more responsible parties for each application using a component affected 
by the change. The method further comprises implementing the change in the enterprise 
applications integration environment based upon feedback from the responsible parties, 
repeating the detecting, identifying, and notifying steps for each additional change to a 
component of the enterprise applications integration environment, and logging an 
information associated with each change. 

In general, in still another aspect, the invention is directed to a computer system 
for managing integrity of an enterprise applications integration environment. The 
computer system comprises a central processing unit, and a storage unit connected to the 
central processing unit. The storage unit stores computer readable instructions for 
causing the central processing unit to detect a change in a component of the enterprise 
applications integration environment, identify one or more additional components of the 
enterprise applications integration environment that are affected by the change, and notify 
one or more responsible parties for each application using a component affected by the 
change. The computer readable instructions further cause the central processing unit to 
implement the change in the enterprise applications integration environment based upon 
feedback from the responsible parties, repeat the detecting, identifying, and notifying 
instructions for each additional change to a component of the enterprise applications 
integration environment, and log an information associated with each change. 
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A more complete understanding of the invention may be had by reference to the 
following detailed description when taken in conjunction with the accompanying 
drawings, wherein: 

Figure 1 illustrates a plurality of integrated applications and processes according 
to some embodiments of the invention; 

Figure 2 illustrates a computerized system for managing the integrity of the 
interfaces between integrated applications and processes according to some embodiments 
of the invention; 

Figure 3 illustrates the functional components of an integration integrity manager 
according to some embodiments of the invention; 



Figure 4 /ilustrates another computerized system for managing the integrity of the 
y, |\^^ interfaces bet)^een integrated applications and processes according to some embodiments 

nJ of the invejftion; 



15 Figure 5 illustrates the operation an integration integrity manager in a recursive 

manner according to some embodiments of the invention; and 

Figure 6 illustrates a computerized method for managing the integrity of the 
interfaces between integrated applications and processes according to some embodiments 
of the invention. 
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DETAILED DESCRIPTION OF THE INVENTION 

Following is a detailed description of the drawings wherein like and similar 
reference numerals are used to designate like and similar elements throughout the various 
figures. 

Embodiments of the invention provide a computerized system and method for 
managing the integrity of the interfaces between integrated or interdependent applications 
and processes. In some embodiments, the integration integrity manager of the invention 
detects a change to a component of an interface and identifies the components, 
applications, and process that are affected by the change. In some embodiments, the 
integration integrity manager also detects a change to an application or a business 
process. The integration integrity manager of the invention thereafter notifies the owner 
or a responsible party of the affected applications and processes. Based on the feedback 
received from the notified parties, in some embodiments, the integration integrity 
manager of the invention implements the changes. 

Referring now to Figure 1, a plurality of disparate and distributed internal 
applications 104a and external applications 104b, processes 104c, business partners 104d, 
Web-based applications 104e, decision support systems 104f, and the like, "applications 
104" hereinafter, receive data from and through an interface system 102. Such an 
environment may be found, for example, in a corporation, government agency, academic 
institution, or any other entity where the transfer of data is a routine fiinction. Although 
the various applications 104 may have or use different data types and formats, they are 
able to exchange data with one another via the interface system 102 between the 
applications 104, A plurality of communication connections 106 (e.g., LAN, WAN, 
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intranet, Internet, wireless connection) connect the applications 104 to the interface 
system 102, The hardware platform for the interface system 102 includes one or more 
servers or high-end computers 200 that are capable of providing sufficient data 
processing and storage capacity to satisfy the demands that may be placed on the servers 
or high-end computers 200. 

Figure 2 illustrates a functional block diagram of the server or high-end computer 
200. As can be seen, the server or high-end computer 200 contains a number of 
components including a central processing unit 202, network access unit 204, and a 
storage unit 206. The central processing unit 202 may include one or more 
microprocessors, DSP, ASICS, or other data processing units, and is responsible for the 
overall operation of the server or high-end computer 200 including the execution of any 
software programs thereon. The network access unit 204 may include an Ethernet card or 
other network access cards, and provides the server or high-end computer 200 with 
access to a network. The storage unit 206 may include long-term data storage devices 
such as magnetic memory and optical memory, as well as short-term data storage devices 
such as random access memory (RAM). 

Stored within the storage unit 206 are software programs and data that are needed 
by the central processing unit to operate the server or high-end computer 200 including 
one or more interfaces 208. The interfaces 208 allow applications 104 that have or use 
different data formats and/or types to exchange data with one another. More specifically, 
the interfaces 208 define the data sources, templates, maps, destination, and various other 
components that are used by the applications 104 to extract and transfer data. In some 
arrangements, the interfaces 208 may be set up on a point-to-point basis, that is, each 
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application is directly interfaced to one or more corresponding applications 104. In other 
arrangements, the interfaces 208 may be set up as part of a centralized clearinghouse or 
messaging facility for data to be used by all applications 104. Although point-to-point 
connectivity is used throughout the remainder of this description, the particular 
connectivity of the interfaces 208 is not critical to the practice of the invention and any 
number of configurations may be used without departing from the scope of the invention. 

When data is transferred between the applications 104, the central processing unit 
202 accesses one or more predefined interfaces 208 for the applications 104 to convert 
the data into the correct data format and/or type for each application. Consequently, a 
change in a component of an interface 208 (e.g., a change to the field name in a data 
template) may adversely affect one or more applications 104 that use the interface, 
thereby compromising the integrity of the interfaces 208. Therefore, in accordance with 
the principles and teaching of the invention, an integration integrity manager 300 is 
included in the storage unit 206 to ensure the integrity of the interfaces 208. 

The integration integrity manager 300 is configured to monitor the components of 
the interfaces 208 between the various applications 104 and detect changes to the 
components and, in some embodiments, also to the applications and processes. Where a 
change is detected beforehand, the change is placed in a temporary holding stage while 
information about the change is logged and recorded in the storage unit 206. For all 
changes, the integration integrity manager 300 identifies the components of other 
interfaces 208 that may be affected by the change, and notifies the owners or responsible 
parties for the applications 104 that use the affected components. The integration 
integrity manager 300 then gives all affected users an opportunity to provide feedback 
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regarding any impact to their applications 104 before the change to the component is 
implemented. When all issues have been resolved, the integration integrity manager 300 
updates the affected components to reflect all proposed changes. 

A more detailed illustration of the integration integrity manager 300 is shown in 
the functional block diagram of Figure 3. As can be seen, the integration integrity 
manager 300 is composed of a number of modules including a change detection module 
302, a log/temporary holding module 304, an impact analysis module 306, an impact 
notification module 308, and feedback and change implementation module 310. 
Although shovra here as separate modules, the invention is not to be limited thereto. 
Instead, it will be understood by those of ordinary skill in the art that several modules 
may be combined into a single module, or one or more modules may be divided into 
several sub-modules. The modules are described in turn below. 

The change detection module 302 is configured to detect changes in the 
components that make up the interface for each application. In some embodiments, the 
change detection module 302 can monitor the components of all the interfaces 208 and 
automatically detect the changes to the components before they are implemented. For 
example, the change detection module can tie into a version control system of the 
interfaces and can detect when a second copy of a file or data object is created. 
Alternatively, a process may be implemented whereby user notification is sent to the 
change detection module 302 prior to implementation each time a change to a component 
is made. In the case where the components are stored as metadata, a forward and reverse 
search of the old metadata and the new metadata can be performed to determine exactly 
what items (e.g., field name, target source, target destination) have been changed. The 
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forward search can detect changed and/or deleted items in a component by comparing the 
new metadata with the old metadata using the old metadata as a reference. The reverse 
search can detect new items in a component by comparing the old metadata with the new 
metadata using the new metadata as a reference. In other embodiments, change detection 
may be accomplished after the fact, for example, by implementing a "watchdog" function 
as part of the change detection module. The "watchdog" function can detect when a 
change has been made to a component by checking to see, for example, if the time stamp 
or date stamp of the component has changed. This "watchdog" approach may be used 
also to detect a change in applications that provide or accept data from the integration 
components. 

When a change is detected beforehand, in some embodiments, the log/temporary 
holding module 304 places the changed component in a temporary holding stage. This 
step prevents the new component firom automatically replacing the old component. 
Thereafter, information regarding the change is collected and recorded in the storage unit 
206. Such information may include, for example, the name and user ID of the person 
making the change, the time and date of the change, the type of change and its criticality, 
the action performed (e.g., add, update, delete), and any user comments associated with 
the change. 

During the time that the changed component is held in the temporary holding 
stage, the impact analysis module 306 searches the interfaces 208 to identify any 
components that may be affected by the change. One or more predefined criteria may 
then be used to determine whether a component is affected. For example, in the case 
where a field name in a template has been changed, a component is considered to be 
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affected only if it actually used the particular field name in that template. In some 
embodiments, the impact analysis module 306 includes a user interface that allows the 
person making the change to preview a list of the components that are affected and the 
owners or responsible parties associated therewith. The user may then decide whether or 
not to proceed with the contemplated change based on the previewed information. . 

After the impact analysis has been completed, the impact notification module 308 
notifies the owners or responsible parties of the applications that use the affected 
components. Such notification may be accomplished, for example, by email, a pop-up 
screen, or other similar notification techniques. In some embodiments, the email or pop- 
up screen notification may include a URL that provides all the information regarding the 
change. The URL may also include a number of drop-down menus, combo boxes, check 
boxes, and text boxes to allow the notified party to provide feedback regarding the 
contemplated change. The feedback may include, for example, that the contemplated 
change presents no problem, or that it will require a corresponding change to a 
component of some other interface. If a corresponding change is required, the integration 
integrity manager 300 initiates another round of impact analysis, notification, feedback, 
and change identification for the corresponding change. Such an arrangement may result 
in the integration integrity management process being performed in a recursive manner, 
as can be seen in Figure 4, with the possibility that several new changes may be required. 
The integration integrity manager 300 repeats the impact analysis, notification, feedback, 
and change identification functions until all issues have been resolved based on the 
feedback from the affected parties, and no additional changes are required. 
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After all issues have been resolved, the feedback and change implementation 
module 310 updates all the affected components in accordance with their contemplated 
changes based on the feedback received. In this manner, all the contemplated changes 
may be rolled out in a sequence dictated by their dependencies. 

Although the integration integrity manager 300 has been described thus far with 
respect to managing changes in the components of the interfaces 208, the invention is not 
to be limited thereto. In some embodiments, the integration integrity manager 300 may 
also manage the changes in the applications 104 themselves, as opposed to or as well as 
the interfaces 208. Such changes may be detected by implementing a procedure whereby 
information regarding changes to the applications 104 are forwarded to the integration 
integrity manager 300 either manually by a user or automatically by a suitable 
applications management system. The integration integrity manager 300 thereafter uses 
the information to perform an impact analysis to identify the interfaces 208 that are 
affected and the applications 104 that rely on those interfaces 208. The owners or 
responsible parties for those applications 104 are then notified of the changes and given 
an opportunity to provide feedback, as described above. 

In some embodiments, changes to an application may be detected after the fact by 
"pinging" the applications 104. For example, an entire data object may be deleted or 
moved, or the name of the data object may be changed. In these embodiments, the 
changes have already taken place and cannot be prevented, but the integration integrity 
manager 300 can still notify the owners or responsible parties for the affected 
applications 104 to minimize the impact. 
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For applications that are business processes (e.g., an invoice processing process), 
a typical process management system can detect when a change to a process is made. 
Such a change can trigger a notification mechanism in the process management system to 
send a notification message including information regarding the change to the integration 
integrity manager 300. The integration integrity manager 300 thereafter performs an 
impact analysis to identify the components, applications, or business processes that are 
affected by the change. Notification is then sent to the owners or responsible parties for 
those applications or business processes, and an opportunity for feedback is provided. 

Referring now to Figure 5, in some embodiments, instead of storing only the 
interfaces, the storage unit 206 stores an EAI application 500 that defines and manages 
the interfaces for each application. The EAI application 500 also performs data 
extraction, transformation, translation, as well as a number of other related tasks. Such a 
process integrates all the information exchanged across the applications 104, thereby 
facilitating a fast, synchronized, and unified response to any financial or economic 
situation or condition that may arise. In addition, the EAI application 500 manages the 
flow of data to and fi"om each application 104. For example, the EAI application 500 
schedules the transfer of data based on some event or time period; validates the data (e.g., 
only use data for volumes of more than 50 gallons), and operates against one or more 
business rules (e.g., use Friday's data for Monday's process), formulas, or unit of 
measurement conversion; and processes the data using one or more data filters. Such an 
EAI application 500 may be, for example, the Enterprise Enabler™ available from Stone 
Bond corporation, 3040 Post Oak Boulevard, Suite 1550, Houston, TX 77056. 
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Because the EAI application 500 defines and manages the components that make 
up the interface for each application, any change to a component of the interface can be 
readily detected. Thus, an advantage of using an EAI application 500 such as Enterprise 
Enabler™ is the change detection mechanism therein can facilitate the integration 
integrity management process. Specifically, the change detection module 302 may rely 
on the change detection mechanism of an EAI application 500 such as Enterprise 
Enabler™ to detect changes in a component prior to implementation. Such an EAI 
application 500 has an advantage, as mentioned earlier, in that the changes are readily 
detected by virtue of the EAI application's ability to define and manage the components 
that make up the interface for each application 104. 

Figure 6 illustrates the operation of the integration integrity manager 300 with 
regard to an exemplary change in an EAI application 500. As can be seen, the EAI 
application 500 includes a number of components that make up the interface for each 
application including source definitions, map definitions, target or destination definitions, 
as well as a number of other data objects. At step 1, a user has decided to change the 
field name "Item #" to "Item Code" in source definition SI (a data template). The 
integration integrity manager 300 detects the change at step 2 and creates a log of the 
change including placing the changed component in a temporary holding stage at step 3. 
The search of the EAI application 500 is initiated at step 4 to identify affected 
components or objects, and notification is sent to the affected owners or responsible 
parties at step 5. The owners or responsible parties have an opportunity to resolve any 
issues or differences at step 6. If during the resolution process one or more new changes 
need to be made, then several iterations of the integration integrity manager 300 is run to 
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accommodate the new changes. Finally, based on feedback from the owners or 
responsible parties of the affected components that all issues have been resolved, the 
affected components are updated at step 7, and the changed component is committed to 
the EAI application database at step 8. 

As demonstrated by the foregoing, embodiments of the invention provide a 
system and method of managing the integrity of the interfaces 208 in an integrated 
applications environment. While a limited number of embodiments have been disclosed 
herein, those of ordinary skill in the art will recognize that variations and modifications 
from the described embodiments may be derived without departing from the scope of the 
invention. Accordingly, the appended claims are intended to cover all such variations 
and modifications as falling within the scope of the invention. 
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